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AGENDA

Review of CRIME

Introducing BREACH

In the weeds

Demo time!

Mitigations

Proceed with caution:
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PREVIOUSLY...

CRIME

Presented at
ekoparty2012

Target

Secrets in HTTP 
headers

Requirements

TLS compression
MITM
A browser

Juliano Rizzo
Thai Duong
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SO ABOUT CRIME...

SSL doesnõt hide length

SSL/SPDY compress headers

CRIME issues requests with every possible character, 

and measures the ciphertext length

Looks for the plaintext which compresses 

the most ðguesses the secret byte by byte

Requires small bootstrapping sequence 

knownKeyPrefix=secretCookieValue

The Compression Oracle:
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COMPRESSION OVERVIEW

DEFLATE / GZIP 

ÁLZ77: reducing redundancy

Googl ing the g oogl es -> Googling the g( -13,4)s

ÁHuffman coding: replace common                               

bytes with shorter codes
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ITõS FIXED!

TLS 

Compression

Disabled
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DO NOT PANIC:

TUBES SECURE
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Or are they ?
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[letõsbring it back to life ]
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FIRST THINGS FIRST:
FIX WIKIPEDIA
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BREACH
BrowserReconnaissance& Exfiltration via 
AdaptiveCompressionof Hypertext

INTRODUCING
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A CRIME AGAINST THE

RESPONSE BODY
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(sample traffic )


