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AGENDA

| Proceed with caution:

</ Review of CRIME
</ Introducing BREACH
</ Inthe weeds

</ Demo time!

</ Mitigations
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PREVIOUSLY...
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SO ABOUT CRIME...

| The Compression Oracle:

< SSL doeslangth hi de
</ SSL/SPDYcompress headers

</ CRIME issues requests with every possible character,
and measures the ciphertext length

«/ Looks for the plaintext which compresses
the most 0 guesses the secret byte by byte

</ Requires small bootstrapping sequence
knownKeyPrefix=secretCookieValue
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COMPRESSION OVERVIEW

v DEFLATE / GZIP
A LZ77:reducing redundancy
Googling the g oogles -> Googling the g( -13,4)s

A Huffman coding: replace common
bytes with shorter codes
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| T ¢-IZED!

& https://www.isecpartners.com/news-events/news/2012/september/details-on-the-crime-attack.a: O ~ @ NCC Group PLC [GB] C

C‘ Details on the Crime Attack...

In most cases you can rely on clients having been patched to disable oompressmn If you want to perform ¢
disable SSL Compression server-side also. You can
"Compression”in the Miscellaneous section) or usin S - HTTPS Response CRIME vulnerability - Message (Plain Text)

If you have Compression enabled, the method of di
hardware device or software not listed here, you'll r
disable SSL Compression - it shouldn't be confused

Apache 2.4 using mod_ssl

Apache 2.4.3 has support for the SSLCompression
August, 2012 SSLCompression is on by default -

As part of the coordination proc

to HTTPS responses, also mitigated b" thp same mn—thmi-_ s the original CRIME vulnerability in HTTPS requ :

4525)7 Itis our understanding that patc have been released for modern web browsers and web servers that mitigate the

original CRIME vulnerability, namely by disabling HTTPS compression, and we were wondering if you could confirm if these
T LS mitigations prevent the vulnerahility you have submitted.

If you have any questions or concerns, please let us know.

Compression
Disabled
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DO NOT PANIC:

TUBES SECURE
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Or are they ?
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|| e thiong it back to life |
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FIRST THINGS FIRST:
FIXWIKIPEDIA

W CRIME (security exploit) - %
- C en. |/wiki/CRIME_(security_exploit)
client has offered, so If the client only offers 'none' (no
compression), the data will not be compressed. Similarly, since
'no compression' must be allowed by all TLS clients, a server can
always refuse to use compression.

Vulnerability [edif]

As of September 2012, the CRIME exploit has been mitigated]by
the latest versions of the Chrome and Firefox web browsers, and
Microsoft has confirmed that their Internet Explorer browser was
not vulnerable to the exploit.m Some websites have applied
countermeasures at their end.[’]
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Browser Reconnaissancé& Exfiltration via

Adaptive Compressiorof Hypertext
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A CRIME AGAINST THE
RESPONSE BODY

COMRRESS
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(sample traffic )
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